LCARS: Lightweight Cloud Application for Realtime Security

Authors: Mariah Molenaer, Graham Burek
Advisor: Alan Labouseur
Marist College School of Computer Science and Mathematics, Poughkeepsie, NY

Overview Data Collecti Threat Intelligence
o7 TTTTTTTTTTTTTTTTTITSTmoooooooomooooomoooooooes - We collect live, raw, attack data from LongTail SSH honeypots and Response Details: Fight the Power
,’ \ BlackRidge gateways. When data comes in we parse it into
s JavaScript Object Notation (JSON). This allows for straightforward | Pt bpx P e e 7] (8 | |
\ e . . ] . ] . . - - Details for the response recipe:
/0 NGRS =\ integration with our relational and graph-based analytics tools. It | Fight the Power
Bad I o DA AL Sener | sONRouter ‘_A|| . L ] ] 3 nput CMP 2.3.¢ 0.0.0.1 /s O
ados N G  Users also gives us the ability to handle data coming from multiple
A e g sources. The screen shots below show raw and parsed data from
ator BlackRidge . .
‘ ,' one of our honeypots. Here, parsing gives us the source |IP address
and the attempted username and password for each attack. # Response Orchestation o
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 2 - - ‘B[Z;m@Eww ) Close the Doors, Fight the Power =
LCARS |S ada We b-baSEd secu rlty appllcatlon dESlgned to |dent|fy, Today's Log Data for SSH LongTail honeypot: cssdn Today's Log Data for SSH LongTail honeypot: cssdn rotiein Lameness  JEARANE L
. 2017-03-25T00:04:59-04:00 cssdn sshd-22[24377]: IP: 223.99.60.42 PassLog: Username: root Password: highla The Response Orchestration section
analyze, respond to, and help prevent attacks and threats targeting 01705 5T000456 400 csch st 2224371 P 22086042 Pasl g s ot Passor s of the Threat Intelligence page Ermrmm—— T Ot ne L ;e
network infrastructure. Using this diagram as a starting point, we 1700 25TOOI506 0490 coch 2255 1 223906042 Pl Usnane ot Prsort s
) : : : : I S s i ‘. — .
divided LCARS into three categories: Analysis, Threat Intelligence, BT R P AL o I e

and Threat Response, which we call the Reconfigurator.

el We built a Threat Intelligence database of attack profiles, response
| ‘ recipes, and orchestrated responses. A response recipe is a

e s e collection of firewall rules. An orchestrated response maps an
S attack profile to a group of response recipes. To interact with this
database we built our own REST API. Our APl enables us to easily
Raw attack data collected from a LongTail honeypot The same data parsed into JSON format create, update, and delete database items directly from our GUI.
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Reconfigurator

. S— The Reconfigurator enables deployment of response recipes and
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We plan to automate this whole process using logs from live by i
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